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Abstract

Contemporary integrated disaster risk management requires a holistic
approach that encompasses not only the physical protection of people
and material assets, but also the preservation of the continuity of key
state institutions and protected information systems. This paper ana-
lyzes strategies and mechanisms for ensuring the continuity of state
functions and the protection of classified information under conditions
of complete or partial collapse of infrastructure and information sys-
tems caused by disasters of natural, technological, or hybrid origin.
Through a comparative analysis of Switzerland’s system (territorial
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decentralization model), Finland’s system (total defense model), and
Israel’s system (constant operational readiness model), key principles
of successful frameworks are identified. These include: decentraliza-
tion and redundancy of critical infrastructure, a unified and functional
legal-institutional framework, integration of cyber security into crisis
management systems, and an institutionalized culture of regular ca-
pability testing. Based on these observed experiences, concrete recom-
mendations are formulated for improving the system in the Republic
of Serbia, including the development of a National Strategy for the
Continuity of State Functions, the construction of a hierarchically or-
ganized network of backup centers following the Primary—Alternate—
Contingency-Emergency (PACE) model, and the establishment of a
mandatory exercise program for relevant institutions. The paper con-
tributes to the theoretical framework of national resilience by pointing
to the necessity of establishing a balance between physical and digi-
tal resilience as a key prerequisite for preserving the sovereignty and
functionality of the state in conditions of deep and complex crises.

National security, classified information protection, continuity of state
functions, disasters, backup centers, digital resilience.

1. Introduction

In the contemporary, globalized, and digitally interdependent world,
the concept of national security has been significantly expanded beyond
traditional military-political frameworks. Today, it also encompasses the
resilience of state systems under conditions of complete or partial collapse
caused by natural disasters, technological failures, or deliberate hybrid ac-
tions. This paper is based on the assumption that a state’s ability, in times
of extreme crisis, to ensure the continuity of its key functions while simul-
taneously protecting its most sensitive information represents the ultimate
test of its sovereignty and functional maturity —particularly for candidate
countries whose access to European security mechanisms is conditioned by
harmonization with requirements, such as Decision 2013/488/EU (Council of
the European Union, 2013)! and the protection of classified information and
the Critical Entities Resilience Directive (European Parliament & Council of
the European Union, 2022)2.

The aim of this paper is to analyze the strategic, legal, organizational,
and technical aspects of ensuring the continuity of state functions and the
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protection of classified information in disaster conditions, with particular
emphasis on the synergy of four interdependent dimensions: (1) a unified
strategic framework, (2) an operational plan for the protection of classified
information in emergency situations, (3) a hierarchical network of backup
centers based on the PACE model, and (4) an institutionalized culture of
regular testing through national exercises. Through a comparative analysis
of the systems of Switzerland (territorial decentralization model), Finland
(total defense model), and Israel (permanent operational readiness model),
the paper seeks to formulate applicable and contextually adapted recom-
mendations for improving the domestic normative and institutional frame-
work, with an explicit link to European standards of institutional resilience.

Operationalization of Key Concepts
In this paper, the following terms are used in a precisely defined sense:

e Continuity of Government (COG): the ability of state institutions to
maintain key functions of decision-making, command, and govern-
ance under conditions of extreme crises, including scenarios of partial
or complete collapse of primary infrastructure.

* Digital resilience: the ability of information systems to maintain the in-
tegrity, availability, and confidentiality of data even under conditions
of degradation or loss of primary technological resources.

o C(lassified information in emergency conditions: information whose dis-
closure would endanger national security, as stated in Article 4 of the
Law on Classified Information (Republic of Serbia, 2009)°, with par-
ticular emphasis on the minimal set of data necessary for the function-
ing of the state in crisis (“state minimum?”).

e Unified continuity system: an integrated framework that connects the
strategic, normative, infrastructural, and procedural levels into a sin-
gle functional whole, where each element enhances the effectiveness
of the others, and the absence of any element compromises the overall
preparedness of the state.

Research Gap and Contribution of the Paper

The existing literature primarily addresses the continuity of government
functions through the lens of crisis management and the physical resilience
of infrastructure (Boin & McConnell, 2007)*, while the protection of classi-
fied information is analyzed within the frameworks of information security
and cyber defense (Dunn Cavelty & Suter, 2009)°. However, there is a lack
of a theoretical framework that integrally connects institutional continuity
and the protection of the most sensitive data as synergistic components of
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national resilience under conditions of total collapse. Furthermore, current
research neglects the Euro-integration dimension of this issue—namely, the
fact that for candidate countries, the development of continuity systems is
a prerequisite for security cooperation with the EU and for access to classi-
fied information within the framework of the Common Foreign and Security
Policy.

This paper fills the identified gap through a holistic model of “physi-
cal-digital resilience,” which: (a) conceptually integrates the maintenance
of decision-making functions and the protection of classified information
as inseparable elements of state sovereignty; (b) offers a comparative analy-
sis that simultaneously encompasses legal, technological, institutional, and
procedural aspects; (c) formulates a mechanism for transposition into the
domestic context through the synergy of four system dimensions; and (d) ex-
plicitly connects the domestic solution with the European framework, with a
direct link to Article 87, paragraph 1, item 9 of the Serbian Law on Classified
Information and its European parallel in Article 15 of the previously cited
Decision 2013/488/EU.

2. Theoretical Framework: Resilience as an Existential
Prerequisite of Sovereignty

The concept of national resilience today requires a theoretical rearticula-
tion that goes beyond its traditional definition as the ability of a system to
‘recover after disruption” (Hollnagel, 2011)°. In the context of hybrid threats
and cascading crises, resilience must be understood as an existential prereq-
uisite of sovereignty —the ability of the state to preserve its functional iden-
tity amid total or partial collapse of physical and digital infrastructure. This
theoretical framework is built upon three interrelated foundations:

First, the theory of Complex Adaptive Systems (CAS) enables the con-
ceptualization of the state not as a static bureaucratic structure, but as a
dynamic system that must preserve its functional integrity even when its
physical carriers disintegrate (Comfort et al., 2010)” In this sense, continuity
of government functions is not a matter of maintaining buildings or servers,
but of safeguarding the network of decision-making, legitimacy, and control
that constitutes the state as a political entity. When primary infrastructure is
compromised, the state must be able to ‘shift’ to alternative carriers of that
network —requiring predefined protocols, redundant systems, and a culture
of institutional adaptation.
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Second, the theory of sovereignty in the digital age requires a revision
of the classical Weberian definition of the state as the monopoly on legiti-
mate physical force (Weber, 1919)%. In the era of cyber and information war-
fare, control over key information becomes an equally important component
of sovereignty as control over territory (Kello, 2017)°. The loss of access to
classified data on critical infrastructure, military capabilities, or diplomatic
communications in times of crisis does not represent merely a technical ob-
stacle—it constitutes an existential threat to sovereignty, as it prevents the
state from making informed decisions about its own survival. In this context,
the protection of classified information under emergency conditions is not a
subdomain of information security, but the very core of the concept of state
survival.

Third, the concept of the “state minimum” —the minimal set of functions
and information necessary to preserve the state as a political entity under
conditions of total crisis —requires theoretical grounding in Schmitt’s under-
standing of sovereignty as “the ability to decide on the state of exception”
(Schmitt, 1922)". In a state of exception caused by disaster, the state must be
able to maintain three elements of the “state minimum”: (a) the chain of de-
cision-making and command; (b) access to key information on security and
critical infrastructure; and (c) the ability to communicate among the holders
of sovereignty.

The loss of any of these three elements leads to the disintegration of the
state as a functional entity —even if its territory and population physically
survive the disaster.

On the basis of this threefold theoretical foundation, a holistic model of
“physical-digital resilience” has been developed, which represents the key
contribution of this paper. The model assumes that physical resilience (pro-
tected locations, redundant infrastructure) and digital resilience (data pro-
tection, continuity of information flows) are not additive dimensions, but
synergistically conditioned: physical infrastructure loses its meaning with-
out access to key information, while data becomes powerless without func-
tional institutions capable of using it for decision-making. Therefore, the de-
velopment of a continuity system for state functions is possible only through
the integration of four interdependent dimensions—strategic framework,
operational plan, infrastructure, and testing culture—into a unified system
whose integrity is greater than the sum of its parts.

Finally, for candidate countries, such as Serbia, this theoretical frame-
work acquires an additional dimension through the theory of regulatory
harmonization. The European Union has developed the concept of collective
resilience as the foundation of its security architecture, where the ability of
each member state to maintain functionality in crisis is a prerequisite for

-123 -



Goran Matié¢

the security of the entire bloc (European Commission & High Representa-
tive of the Union for Foreign Affairs and Security Policy, 2016,"; European
Commission & High Representative of the Union for Foreign Affairs and
Security Policy, 2022,'%; Council of the European Union, 2022").In this sense,
the development of continuity systems is not merely an internal security im-
perative, but also a theoretical condition for integration into the European
security space—adding normative weight to the theoretical framework pre-
sented in this chapter.

3. Methodological Approach: An Integrated Methodology
for Analyzing the Unified Continuity System

This paper applies an integrated methodological approach that combines
four interrelated methods in accordance with the theoretical framework of
“physical-digital resilience”:

1. Normative-legal analysis of the domestic framework;
2. Comparative case study with theoretical sampling;

3. Doctrinal analysis of European standards;
4

Synthetic method for constructing the model of the “unified continu-
ity system”.

The comparative method is not the primary research instrument, but
rather an analytical intermediary that enables the identification of universal
structural principles from different national contexts, while avoiding the me-
chanical transplantation of solutions.

4. Comparative Analysis: Structural Principles
of Continuity from the Experience of Three Models

The comparative analysis in this chapter is not aimed at identifying “the
best model” that could be mechanically adopted and implemented in the
domestic context, but rather at extracting the structural principles underly-
ing functional and sustainable systems of continuity of state functions. Each
of the three models analyzed — Swiss, Finnish, and Israeli — was devel-
oped within a specific geostrategic, historical, and institutional environment,
shaped by different threats, resources, and political-legal traditions. Never-
theless, despite these differences, all three models demonstrate a shared ca-
pacity to preserve the so-called “state minimum” in conditions of extreme
crises, that is, the continuity of key functions necessary for the survival of the
state as a functional and sovereign political entity.
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The analysis is structured through the prism of four interconnected di-
mensions of the “unified continuity system” — strategic, normative, infra-
structural, and procedural — which together enable a comprehensive un-
derstanding of how states institutionalize resilience in times of crisis. The
purpose of this analytical approach is not to identify specific technical solu-
tions, but to recognize conceptual and organizational patterns that have
demonstrated functional sustainability and that, with critical adaptation,
can be adjusted to the Serbian context. Particular emphasis is placed on their
compatibility with the normative requirements of Decision 2013/488/EU, as
a key European standard in the field of classified information protection and
continuity of decision-making under crisis conditions.

The selection of the three states for comparative analysis is based on the-
oretical sampling, in line with the concept of the “state minimum” and the
need to cover three key organizational-institutional models:

Table 1. Comparative analysis of three organizational-institutional models

State Theoretical relevance “State minimum® model ~ Relevance for Serbia
It tests the hypothesis that Physical dimension: .
Sis e WP L i . Relevant for a state with
territorial decentralization underground infrastruc- -
. pronounced regional au-
. and physical redundancy ture as a guarantee of
Switzerland - - . tonomy and the need for
can compensate for a less continuity, even in the . . .
L L geographical dispersion
developed cybernetic infra- ~ event of the loss of digital .
of key functions
structure systems
It tests the hypothesis that
legal coherence and the total  Institutional dimension: ~ Relevant as a model for
integration of civilian and chain of deputies, as a a state that is confronted
Finland military resources create legal mechanism for with hybrid threats and
resilience event in a state maintaining the deci- demands a unified legal
with an exposed geostrategic  sion-making chain framework
position
It tests the hypothesis that T .
YPOT Digital dimension: Relevant for a state
permanent operational .
. . automated protocols exposed to continuous
Israel readiness and cyber-physical o . .
. . for switching to backup ~ hybrid threats in the
integration can compensate . . L. .
systems in real time digital domain

for the lack of strategic depth
Source: Author’s compilation

The analysis is conducted through four analytical dimensions that direct-
ly correspond to the four components of the “unified continuity system”
from the theoretical framework:

* Strategic dimension — analysis of the existence and quality of a uni-
fied strategic document that defines the principles of continuity of
state functions;
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* Normative dimension — analysis of the legal foundations for the
protection of classified information under emergency conditions (e.g.,
Article 87, paragraph 1, item 9 of the earlier mentioned Serbian Law
on Classified Information and Article 15 of Decision 2013/488/EU);

* Infrastructural dimension — analysis of the hierarchical organization
of backup centers and mechanisms for offline archiving of key data;

* Procedural dimension — analysis of the testing culture through reg-
ular exercises simulating communication collapse and incapacitation
of leadership.

As an additional methodological instrument, doctrinal analysis of Euro-
pean security standards (set out in the previously cited EU Strategy for Coun-
tering Hybrid Threats, Critical Entities Resilience Directive, NIS2 Directive
(European Parliament & Council of the European Union, 2022) **, and the
earlier discussed Decision 2013/488/EU) was applied with the aim of identi-
fying regulatory requirements that will become mandatory for Serbia in the
process of EU accession. This analysis enables the transformation of com-
parative insights into European-contextualized recommendations, avoiding
a “Western-centric” approach in favor of a “European-harmonized” model.

The sources used include: a) primary legal sources (laws, strategies, de-
cisions); b) secondary sources (academic literature in the fields of security
studies, resilience theory, and crisis management); c) official presentations
and reports of international organizations (EU, NATO, OSCE); d) a limited
number of expert interviews with representatives of competent institutions
within permitted security protocols.

Research limitations — The study is subject to four significant methodo-
logical limitations that require explicit acknowledgment:

1. Access to classified operational protocols and technical details of con-
tinuity systems is restricted due to the nature of national security.
The analysis therefore relies exclusively on publicly available sourc-
es (national strategies, laws, official reports), which limits the depth
of examination of technical and operational aspects—particularly in
the case of Israel, where most protocols are classified. This limitation
is partially compensated through the analysis of publicly available
academic works written in cooperation with security structures and
through comparative triangulation of sources.

2. The scope of analysis of the domestic system is limited by the fact that
many operational plans and protocols for the protection of classified
information under emergency conditions (including the implemen-
tation of Article 87, paragraph 1, item 9 of the Law on Classified In-
formation) are classified or not publicly available. This limitation is
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methodologically compensated through the analysis of the normative
framework and institutional capacities, with explicit acknowledgment
that operational implementation may differ from formal provisions.

3. Contextual differences between the analyzed states—including geopo-
litical position, territorial size, demographic structure, and historical
experiences with existential threats—require critical adaptation of the
identified models. The Swiss model of underground infrastructure,
for example, is not directly transferable to Serbia due to differing geo-
logical and financial conditions. Instead of direct adoption, the study
focuses on extracting structural principles (e.g., “redundancy by de-
sign,” “chains of deputies”) that can be contextually implemented.

4. The dynamic nature of European regulation in the domain of critical
entities’ resilience means that some standards (e.g., earlier mentioned
the NIS2 Directive) are still in the process of being transposed into
the national legal systems of member states. This limits the possibility
of precisely assessing their operational effectiveness, but does not di-
minish their normative relevance for candidate countries, which must
harmonize their legislation prior to accession.

Despite these limitations, the applied methodological approach enables
the identification of structural gaps in the domestic system and the formu-
lation of recommendations that are theoretically grounded, comparatively
verified, and European-harmonized —representing a significant methodo-
logical contribution to research under conditions of restricted access to clas-
sified operational details.

4.1. Switzerland: Decentralization and Physical Resilience

The Swiss system of continuity of state functions is based on the principles
of strict decentralization and systemic duplication of key state capacities.
Federal administrative centers, archives, and server resources are housed in
protected underground facilities (Schutzbauten), which are geographically
dispersed throughout the country’s territory. This spatial organization aims
to minimize the risk of centralized system failure in conditions of armed con-
flict, natural disasters, or prolonged infrastructural disruptions.

The key structural principle of this model is redundancy by design, where-
by every critical state function has at least one physically separate and op-
erationally independent backup location. Continuity, therefore, does not
rely on improvisation under crisis conditions but is instead embedded in the
very architecture of the state.

-127 -



Goran Matié¢

The protection of data relevant to national security is regulated by the
Federal Act on Official Secrecy (Bundesgesetz iiber das Offentlichkeitsprinzip der
Verwaltung — BGO), as well as by special military protocols that mandate of-
fline archiving of the most sensitive information on physically secured me-
dia. This practice reflects an awareness of the limitations of digital security
in conditions of total crisis and represents a deliberate departure from com-
plete digital dependency (Federal Council of Switzerland, 2021)"

4.2. Finland: Legal Coherence and Total Defense Concept

The Finnish model of total defense (kokonaispuolustus) represents a highly
integrated approach to national security that unites civil, military, economic,
and social resources into a single system. This model is not limited to the in-
stitutional level but rests on a deeply rooted culture of collective defense and
societal preparedness, in which security is viewed as a shared responsibility
of the state, the economy, and the citizens.

The Crisis Management Act 741/2011 (Finnish Parliament, 2011) '* obliges
all ministries, local government bodies, and critical infrastructure operators
to develop, update, and regularly test continuity plans. These plans are ver-
ified through national exercises, such as “Operation Total Defense,” which
are held annually and simulate scenarios of prolonged and multidimension-
al crises.

The protection of classified information in the Finnish system is based on
the complementary jurisdiction of two key authorities.

* SUPO (Suojelupoliisi), as Finland’s security and intelligence service,
is responsible for the protection of classified information in the con-
text of national security, counterintelligence, and conducting security
clearances for individuals with access to classified data.

* Traficom (Liikenne- ja viestintivirasto) - Finnish Transport and Commu-
nications Agency, on the other hand, oversees the technical security of
information and communication systems, including the protection of
critical digital infrastructure and the implementation of information
security standards.

A particularly significant element of the Finnish model is the precise legal
regulation of the transfer of authority through the substituutti-ketju (“chain of
deputies”), which establishes a clear and predetermined hierarchical order
for assuming the powers of the President of the Republic, the Prime Minis-
ter, and ministers in the event of their incapacity. This mechanism, regulated
by the Act on the Exercise of the Powers of the President of the Republic
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(751/1999) (Finland, 1999) ¥, and the Government Act (751/2003) (Finland,
2003)* ensures “continuity of decision-making and governance even under
conditions of extreme crisis” (Finnish Ministry of Defense, 2022)".

Note on terminology: The Finnish term substituutti-ketju is most accurately
translated as “chain of deputies” in the Serbian legal context, since it refers
to a predefined sequence of individuals who assume authority according to
hierarchy, rather than succession in the sense of inheritance law.

4.3. Israel: operational continuity and cyber-physical integration.

The Israeli approach to the continuity of state functions is characterized
by a permanent state of operational readiness, serving as an institutional
response to ongoing security, hybrid, and cyber threats. The National Emer-
gency Management Authority (Rashut HaHatzala HaLeumit — RAHEL), oper-
ating within the Ministry of Defense, functions on a 24/7 basis and coordi-
nates civilian, military, and security resources across all phases of a crisis.

The protected communications system of the state leadership, referred to
in public sources by the general term “protected communications system,”
enables continuous, confidential, and resilient communication at all levels
of government, even under conditions of intense cyberattacks and hybrid
operations. This ensures the operational continuity of command and deci-
sion-making, regardless of the state of public communication networks.

Integration of cyber defense into the continuity system has been achieved
through the National Cyber Directorate, which operates directly within the
Prime Minister’s Office and coordinates both civilian (NCSA) and military
cyber capabilities. This model enables predefined protocols for the immedi-
ate transfer to backup digital infrastructures in the event of a compromise of
primary systems, thereby ensuring continuity of governance and command
even under conditions of partial collapse of key information systems (Gov-
ernment of Israel National Cyber Directorate, 2023).°

Note: Due to the nature of national security, details regarding the tech-
nical characteristics of protected communication systems and the locations
of backup centers are not publicly available; therefore, the analysis is based
solely on officially published strategic and doctrinal documents.

4.4. Synthesis: universal principles and their transferability

Although the analyzed models differ significantly in institutional struc-
ture and technical solutions, it is possible to extract from them four universal

-129-



Goran Matié¢

principles that form the core of a functional system of continuity of state
functions.

The first principle is redundancy by design, which means that critical
functions and data must have at least one physically and logically independ-
ent backup location in order to avoid a single point of failure. The Swiss
model achieves this through underground infrastructure, the Finnish model
through a legally regulated mechanism of a chain of substitutes, and the
Israeli model through digital duplication of systems. The first principle is
redundancy by design, which means that critical functions and data must have
at least one physically and logically independent backup location, in order
to avoid a single point of failure. The Swiss model achieves this through
underground infrastructure, the Finnish model through a legally regulated
mechanism of a chain of substitutes, and the Israeli model through digital
duplication of systems.

Another principle relates to a unique and coherent legal framework, which
excludes fragmentation of competences and ensures clear protocols for the
transfer of authority in crisis conditions. The Finnish model in this regard
represents the highest standard and directly corresponds to the require-
ments of Article 15 of Decision 2013/488/EU.

The third principle is cyber-physical integration, which stems from the
fact that under conditions of hybrid threats, physical and digital resilience
cannot be treated as separate spheres. The Israeli model demonstrates that
cyber defense must be integrated into the very architecture of continuity sys-
tems, rather than organized as a parallel or secondary domain.

The fourth principle represents a culture of testing as an institutional
norm. Without regular, realistic, and critically oriented exercises, even the
most developed plans and infrastructure lose practical value. All three mod-
els show that exercises are not treated as a formality, but as a key mechanism
for identifying weaknesses and continuously adapting the system.

These principles are not tied to a specific national context and can be con-
textually implemented in the Republic of Serbia through the development of
a unified continuity system that integrates a strategic framework, operation-
al plans for the protection of classified information, a hierarchical network
of backup centers, and a program of national exercises. The key challenge in
this process is not technical feasibility, but rather the political will to over-
come institutional fragmentation and to accept continuity of state functions
as a permanent security priority, in line with European resilience standards
that will become mandatory during the process of accession to the European
Union.
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Table 2. Comparative Analysis of Models for Continuity of State Functions
and Protection of Classified Information

Dimensions Switzerland Finland Israel

Federal Strategy for
Critical Infrastructure
Protection with Emphasis

Total defence as a Social

. Permanent Operational
and Security Pact; Inte- P

Readiness as a Response

rategi ration of Continuity in
Strategic on Territorial Decentral- 821" © Cont " Y IO 4 Continuous Hybrid and
- iy All Sectors of Society and .
ization and Resilience of Security Threats
. the State
State Functions
risis Management A
Federal Law on Official Crisis Manage ¢ LAt Continuous Operational
-- (741/2011); Precisely .
Secrets (BGO) and Spe- . Protocols in Emergency
cial Military Protocols; Regulated Substituut- Situations; Integration of
Normative Y ’ ti-ketju (Chain of Depu- ) &

Decentralized Jurisdic-
tion at the Cantonal and
Federal Levels

Cyber Defense into the
Normative and Managerial
Crisis Framework

ties) and Clear Division
of Competences between
SUPO and Traficom
Government ICT
Network (Valtioneuvo- Protected Communica-

ston tietoturvaverkko), tions System; Automatic
Physically and Logically ~ Switching to Backup Digital
Separated from the Public Infrastructures in Real Time
Internet

Underground Protected
Facilities (Schutzbauten);
Infrastructural Redundancy by Design;
Offline Archiving on
Physically Secured Media

Regular Exercises at the

Local and Federal Levels: Annual National Exercis- Continuous Simulations of

es within the Concept of  Hybrid and Cyber Threats;

Procedural Simulations ,Of §cenarlos Total Defense (Yhteiskun- Permanent Operational
of Total Institutional ] . .
nallinen Turvallisuus) Readiness of the System
Collapse

Source: Author’s compilation

Methodological note — The table Does Not Represent a Ranking of Models,
but Rather an Analytical Tool for Identifying Structural Principles of Conti-
nuity of State Functions Across Four Key Dimensions of a Unified Continu-
ity System.

5. Analysis of the Situation in the Republic of Serbia:
Existing Framework and Challenges

The Republic of Serbia has, over the past decade, established a relatively
developed legal and institutional framework for emergency management,
primarily through the Law on Emergency Situations (Republic of Serbia,
2009)*' and the National Security Strategy (Republic of Serbia, 2019)*. How-
ever, a more detailed analysis points to pronounced fragmentation in terms
of an integrated approach to the continuity of state functions under disaster
conditions, as well as the absence of a clearly articulated and normatively
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consolidated concept of Continuity of Government within the domestic legal
and institutional system. This gap is particularly evident in the domain of
systemic protection of classified information, where continuity of control
over sensitive data is a crucial element of state sovereignty.

5.1. Framework for the Protection of Classified Information and the Role of the
Office of the National Security Council and Classified Information
Protection

By the already discussed Serbian Law on Classified Information, a unified
system was established for the designation and protection of classified in-
formation relevant to national and public security, defense, and the internal
and external affairs of the Republic of Serbia. The central institutional actor
in this system is the Office of the National Security Council and Classified
Information Protection (hereinafter: the Council Office), which functions as
a professional service of the Government of the Republic of Serbia with the
status of a legal entity, responsible for implementing and overseeing the ap-
plication of the law.

Article 87, Paragraph 1, Item 9 of that law stipulates that the Council Of-
fice “proposes to the Government of the Republic of Serbia a plan for the protection of
classified information for emergency and urgent situations.” This provision serves
as the legal basis for integrating the protection of classified information into
the disaster and crisis management system. However, in practice, no uni-
fied, comprehensive, and operationally applicable plan has been adopted
that would encompass scenarios of complete or partial collapse of infrastruc-
tural, communication, and information systems.

Article 88 of the same law regulates the handling of classified informa-
tion belonging to public authorities that have ceased to exist without a legal
successor, stipulating that “the Council Office shall take over the classified infor-
mation of public authorities that have ceased to exist and have no legal successor,
or assign another public authority to store and use such information.” Although
this provision is significant for long-term archival protection, it operates ex
post and does not address the continuity of access to and operational use of
classified information during an active crisis, when uninterrupted and au-
thorized access to information is crucial for making strategic and operational
decisions.
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5.2. Law on Information Security and Protection of Critical Infrastructure

The Law on Information Security (Republic of Serbia, 2025)* regulates
measures for protecting information and communication systems from se-
curity risks, as well as the obligations of critical infrastructure operators.
Particularly significant are Articles 5-25, which prescribe the obligation to
develop incident management plans and measures for enhancing the techni-
cal and organizational resilience of systems.

Nevertheless, the aforementioned law does not contain explicit provi-
sions concerning the continuity of state functions as an integral concept, nor
does it define the hierarchy of backup systems and the priorities of state
authorities” functioning under a wide spectrum of disasters. The integration
of information security into the emergency management system remains
at the level of general principles and sectoral obligations, without precise
operational protocols that would ensure synchronized action by the Office
for Information Technologies and e-Government, the Security-Information
Agency, and the Ministry of Interior in conditions of systemic crisis.

5.3. Law on the Foundations of the Organization of Security Services and the
Crisis Management System

By the Law on the Foundations of the Organization of Security Services
(Republic of Serbia, 2007)*, the national security system is defined as “a set
of institutions, organizations, resources, and activities carried out for the realization
of national security.” The National Security Council, as the highest political
body, has the role of coordination and guidance, but the law does not pro-
vide for a unified mechanism for assuming functions, ensuring continuity of
command and decision-making in conditions of collapse or serious dysfunc-
tion of existing governing and managerial structures.

The Law on Disaster Risk Reduction and Emergency Management (Re-
public of Serbia, 2018)* regulates crisis management primarily through the
activities of a special organizational unit of the Ministry of Interior and other
protection and rescue entities. The normative focus is directed toward the
protection of people, property, and the environment, while the preservation
of the functionality of state institutions, continuity of decision-making, and
protection of information systems handling classified data as elements of
state sovereignty remain outside its primary scope.
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5.4. Strategic Framework and Identified Institutional Gaps

The previously noted 2019 National Security Strategy of the Republic of
the Republic of Serbia recognizes societal resilience as a key element of mod-
ern security architecture and highlights the importance of hybrid threats.
However, the strategic document lacks a dedicated and systematized chap-
ter focused on the continuity of state functions (Continuity of Government), as
well as clearly defined indicators of institutional and digital resilience under
conditions of extreme crises.

The key gaps in the domestic system can be summarized as follows:

e Lack of a unified strategy for the continuity of state functions that
would integrally connect the protection of classified information, cy-
bersecurity, and emergency management;

* Pronounced fragmentation of institutional competences, whereby the
Council Office (classified information protection), the Office for Infor-
mation Technologies and e-Government (infrastructure), the Securi-
ty-Information Agency (security and counterintelligence protection),
and the Ministry of Interior (crisis management) operate within their
own mandates without a unified and pre-defined operational proto-
col for coordination in crisis conditions.

* Absence of a hierarchically organized network of backup centers for
ensuring the continuity of state authorities” operations, including
physically protected locations with offline reserves of classified infor-
mation.

¢ Insufficiently developed culture of testing and exercises, since plans
for the protection of classified information and cybersecurity are rare-
ly verified through realistic scenarios that involve communication col-
lapse, loss of access to key databases, and incapacitation of leadership
structures.

A particular relevance for the Republic of Serbia, as a candidate for
membership in the European Union, lies in the fact that the concept of resil-
ience of state institutions—including the continuity of work with classified
information in crisis conditions—is explicitly integrated into the Europe-
an security architecture. The previously cited EU Strategy for Countering
Hybrid Threats (2016, updated 2022) and the Joint Communication on In-
creasing Resilience and Bolstering Capabilities to Address Hybrid Threats
(JOIN/2022/12) emphasize that a state’s ability to maintain the functionality
of key institutions under the pressure of hybrid threats represents a key in-
dicator of societal resilience —one of the six fundamental pillars of the Euro-
pean security architecture.
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The key legal framework for the protection of classified information at the
EU level is Council Decision 2013/488/EU of 23 September 2013 on the securi-
ty rules for protecting EU classified information. This decision regulates not
only classification and access procedures, but also obliges Member States to
ensure the continuity of classified information protection under emergency
conditions, including scenarios of partial collapse of information systems or
incapacitation of competent authorities. Article 15 of this decision explicitly
requires each Member State to establish “security evacuation and continuity
plans for classified information handling” as part of its national system for the
protection of classified information.

Additionally, the already mentioned Critical Entities Resilience Directive
and the NIS2 Directive establish the obligation for operators of critical infra-
structure—including public institutions managing sensitive data—to devel-
op continuity plans. In this context, the development of a unified system for
continuity of state functions in Serbia—with particular emphasis on the im-
plementation of Article 87, paragraph 1, item 9 of the Law on the Protection
of Classified Information—represents not only a domestic security priority,
but also a preventive harmonization with the requirements of Council Deci-
sion 2013/488/EU. This harmonization is a prerequisite for security cooper-
ation with the EU, access to classified information within the framework of
the Common Foreign and Security Policy (CFSP), and the reduction of the
regulatory gap in the final phase of accession.

Overall, the identified institutional, normative, and operational gaps point
to systemic fragmentation in the domain of continuity of state functions in
the Republic of Serbia. The absence of a unified strategic framework that
would integrally connect the protection of classified information, cyberse-
curity, and crisis management makes the state vulnerable precisely in those
scenarios of extreme crises where the continuity of decision-making and ac-
cess to key information is most critical for the preservation of sovereignty.

6. Recommendations for Improving the System in the
Republic of Serbia

Based on the conducted comparative analysis and the identified norma-
tive, institutional, and operational gaps in the domestic system, the follow-
ing measures are proposed to improve the continuity of state functions in the
Republic of Serbia. These recommendations are formulated as an intercon-
nected set of measures at different levels—from strategic to operational —
whose common purpose is to strengthen state resilience under conditions of
extreme crises. The implementation of this framework requires prior or par-
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allel regulation of cybersecurity as an integrated national-level concept, with
clearly defined competences, technical standards, and operational protocols
for the protection of critical information systems.

6.1. Strategic Level: National Strategy for the Continuity of State Functions

It is recommended to adopt a unified strategic document that would ex-
plicitly define the principles, objectives, and procedures for preserving the
functionality of state institutions in conditions of disaster, systemic crises,
and hybrid threats. This strategy would, for the first time in the domestic
system, clearly articulate the concept of Continuity of Government as an inte-
gral part of national security.

The strategic document would integrally connect the provisions of the
earlier stated Law on Classified Information (Article 87, paragraph 9), the
Law on Information Security, and the Law on Disaster Risk Reduction and
Emergency Management, thereby overcoming the existing sectoral fragmen-
tation and establishing a unified framework for state action in crisis con-
ditions. Special emphasis would be placed on preserving the continuity of
decision-making, command, and control, as well as on protecting critical in-
formation and communication flows.

6.2. Normative Level: Operational Plan for the Protection of Classified
Information in Emergency Situations

In accordance with Article 87, paragraph 9 of the Law on Classified In-
formation, it is necessary to develop a unified and binding executive doc-
ument—the Operational Plan for the Protection of Classified Information
in Emergency and Crisis Situations. This plan would serve as a normative
bridge between strategic commitments and concrete procedures for action
in crisis conditions.

Such a document would include:
¢ A clearly defined procedure for the immediate transfer to backup sys-
tems for storing and accessing classified information;

* Protocols for offline archiving of key data in geographically dispersed
and physically protected locations;

* Definition of the “state minimum” of data—a set of information es-
sential for decision-making at the highest political and security levels
under conditions of limited access to systems.
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In this way, the protection of classified information, currently framed as a
formal legal obligation, would be transformed into a functional instrument
of state continuity.

6.3. Infrastructural Level: Hierarchical Network of Backup Centers

It is recommended to build a hierarchically organized network of back-
up state centers based on the PACE model (Primary, Alternate, Contingency,
Emergency). The network would be geographically dispersed, functionally
autonomous, and technically independent from the primary infrastructure,
in order to avoid systemic vulnerability caused by a single point of failure.

The backup centers would be physically and technically protected in
accordance with relevant national and international information security
standards, equipped with integrated systems for storing, processing, and
accessing classified information. Such infrastructure would provide the ma-
terial foundation for the continuity of state functions under conditions of
serious security and technological disruptions.

6.4. Procedural Level: Unified Operational Protocol and Exercise System

As the final but crucial element of the system, it is recommended to es-
tablish a unified operational protocol for crisis response, accompanied by a
mandatory program of regular national exercises. These exercises could be
conducted under the working title “State Under Pressure” and would focus
on simulating scenarios of complete or partial communication collapse, loss
of access to key databases, and incapacitation of leadership structures.

The exercise program would encompass all key institutional actors—the
Council Office, the Office for IT and eGovernment, the Security Information
Agency, and the Emergency Management Sector of the Ministry of Interi-
or—in accordance with predefined coordination and synchronization pro-
tocols. In this way, a culture of testing would be developed, institutional
interoperability enhanced, and the gap between formal plans and actual op-
erational capabilities reduced.

7. Conclusion
In conditions of complex, multilayered, and cascading risks, the state’s

ability to preserve the functionality of its institutions and protect classified
information during disasters is not a luxury, but the very foundation of state
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sovereignty. This study has shown that success in this area does not primar-
ily depend on the level of technological development or budgetary capacity,
but rather on the degree of strategic planning, a clear and functional division
of competences, an institutionalized culture of regular testing, and the adop-
tion of a holistic approach that treats both the physical and digital resilience
of the state.

The key contribution of this study is the conceptualization of a unified
system for the continuity of state functions as a synergistic whole, whose
elements—the strategic framework, the operational plan for the protection
of classified information, the hierarchical network of backup centers based
on the PACE model, and the program of regular exercises—function only
through their interconnection. Without a strategic framework, the operation-
al plan becomes a technical document without political legitimacy; without
physical infrastructure, the plan remains theoretical; and without regular
testing, neither the strategy nor the infrastructure guarantees actual readi-
ness in times of crisis. Therefore, the development of a system for the conti-
nuity of state functions in the Republic of Serbia is possible only through the
simultaneous and coordinated advancement of all four dimensions.

A special significance in this context lies in Article 87, paragraph 1, item
9 of the previously discussed Law on Classified Information, which explic-
itly enables the drafting of a plan for the protection of classified information
in emergency and crisis situations and provides a clear legal basis for inte-
grating the protection of classified information into the crisis management
system. This provision, together with its European parallel in Article 15 of
Decision 2013/488/EU, constitutes a key regulatory bridge between the do-
mestic and European frameworks for the protection of classified information
under crisis conditions.

Nevertheless, despite the existence of relevant normative prerequisites,
the analysis has shown that the operational implementation of these solu-
tions, as well as their institutional integration into a unified and functional
system for the continuity of state functions, remains insufficiently developed.

The comparative analysis of the models of Switzerland, Finland, and Is-
rael indicates that state resilience is not built through ad hoc reactions in mo-
ments of crisis, but through long-term institutional investments, systematic
duplication of critical functions, and continuous testing of the readiness of
the entire apparatus of government. In this sense, the implementation of the
proposed framework in the Republic of Serbia will require strong political
will, stable inter-institutional cooperation, and the acceptance of continuity
of state functions as a permanent security priority—as well as a European
integration imperative.
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Institutional resilience, including the continuity of work with classified
information, is explicitly required in the earlier mentioned EU Strategy for
Countering Hybrid Threats, the Critical Entities Resilience Directive and the
NIS2 Directive, and its absence represents a regulatory gap that will need to
be overcome in the final phase of EU accession.

Although the costs of building and maintaining such a system are sig-
nificant, the comparative experiences of the analyzed states show that in-
vestments in the continuity of state functions are investments whose true
value is not measured in peacetime conditions, but is fully manifested only
in moments of the deepest, systemic, and existential crisis—when that very
continuity becomes the last line of defense of state sovereignty.
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BGO - Bundesgesetz iiber das Offentlichkeitsprinzip der Verwal-
tung [DE]; Federal Law on the Principle of Transparency in
Administration [EN];

CAS — Complex Adaptive Systems

CFSP — Common Foreign and Security Policy

COoG - Continuity of Government

EU — European Union

NATO - North Atlantic Treaty Organization

NIS2 — Network and Information Security Directive

OSCE - Organization for Security and Cooperation in Europe
PACE — Primary-Alternate-Contingency-Emergency

RAHEL - Rashut HaHatzala HaL.eumit [HE]; Israeli National Emer-
gency Management Authority [EN];

SUPO — Suojelupoliisi [FI]; Finland’s Security and Intelligence Ser-
vice [EN];

Traficom - Liikenne- ja viestintavirasto [FI]; Finnish Transport and
Communications Agency [EN]

141 -






